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Figure 1: Visualization of an input interaction technique with repeated finger taps observed by CCTV surveillance.

Abstract

On-body computing systems offer new forms of interaction, but
while they are increasingly integrated into everyday contexts, their
unique privacy and safety challenges remain understudied. This pa-
per examines these challenges through a two-round interview study
with N = 15 experts in human-computer interaction, and privacy
and safety, using speculative scenarios and adversarial roleplaying
to elicit insights. Our findings reveal risks specific to on-body in-
teractions, including over-collection of sensitive data, unwanted
inferences, harm to bystanders, and threats to bodily autonomy
and psychological well-being. Importantly, in the on-body context,
privacy and safety concerns are deeply interconnected and cannot
be addressed in isolation. We contribute an empirically grounded
characterization of these entangled challenges and derive eight
actionable design guidelines to support safer, more privacy-aware,
on-body systems. This work informs future research and design
in ubiquitous computing by highlighting the need for proactive
and integrated approaches to privacy and safety in trustworthy
on-body computing.
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1 INTRODUCTION

Advancements in computing technology have led to increasingly
intimate interactions between users and devices, resulting in the
emergence of on-body computers such as smartwatches, head-
mounted displays (HMDs), on-skin interfaces, smart textiles, and
other devices that directly interface with users’ bodies to facilitate
computing tasks. These devices can enable novel, intuitive, and
convenient interaction techniques, potentially transforming and
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enabling various application domains, from health monitoring to
augmented reality experiences.

However, the intimate and personal nature of body-based in-
teractions also amplifies the risks. Potential abuse, unauthorized
access, and privacy violations take on greater significance when
the technology is worn directly on the body, often for extended
periods of time. Despite the growing interest and potential bene-
fits, the privacy and safety implications of interaction techniques
accompanying these on-body computing devices remain largely
unexplored.

An extensive body of research addresses privacy and safety con-
cerns related to traditional computing platforms, such as desktop
PCs, laptops, and smartphones [7, 14, 15, 18, 54]. Prior work has also
investigated security and privacy threats for specific mobile and
ubiquitous technologies like extended and augmented reality, and
smart homes [1, 32, 65], or for particular threats such as shoulder
surfing and privacy risks associated with eye-tracking [17, 24].

However, as computing moves onto the body, the context funda-
mentally changes. The intimate, physical nature of these interac-
tions introduces significant safety risks — spanning physical and
psychological harm — that extend beyond the data-centric focus of
traditional privacy research.

This paper argues that these two domains are not distinct but are
deeply entangled. A privacy breach (e.g., inferring a user’s habits or
health status) can directly enable a safety risk (e.g., manipulation,
psychological distress, or even physical harm). Despite this connec-
tion, existing research has rarely focused on safety in this context,
nor on the interplay between privacy and safety as co-dependent
and interconnected factors.

This paper addresses this gap by exploring the current landscape
of privacy and safety challenges for emerging and proposed on-
body interaction techniques with experts. Our primary goal is to
understand and highlight challenges, threats, and other consider-
ations that designers and developers must account for to ensure
user safety and maintain robust privacy protection.

We position this work as an initial mapping of this critical space,
providing guidelines that help interaction designers avoid com-
mon challenges we identified. Specifically, we pose the following
research questions:

RQ1 What privacy and safety challenges do experts identify in
on-body interactions?

RQ2 What are actionable guidelines for mitigating common pri-
vacy and safety challenges when designing on-body interac-
tions?

To answer these questions, we first performed a comprehensive
literature review, identifying and classifying novel interaction tech-
niques proposed in the scientific literature based on regions of the
human body. We then interviewed experts in Human-Computer In-
teraction (HCI) to map the general landscape of privacy and safety
concerns associated with these interactions. Informed by insights
from the HCI experts, we adapted our interview framework to con-
duct a deeper exploration with experts specializing in privacy and
safety. Utilizing adversarial role-playing exercises, we assessed the
interactions through diverse personas and threat layers, uncovering
nuanced and sophisticated challenges. We used the insights from
both interview rounds to develop actionable guidelines to mitigate
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common privacy and safety challenges when designing on-body
interactions.

Our study identifies a broad spectrum of critical challenges as-
sociated with these technologies. Key findings from our expert
interviews reveal critical privacy challenges spanning problematic
data collection practices, data inference capabilities, and bystander
privacy issues. Concurrently, we map distinct safety challenges, in-
cluding risks of physical and psychological harm, compromised
bystander safety, and threats to user autonomy. We argue that the
subtle yet persistent erosion of personal autonomy is a significant
and unique danger of on-body technologies resulting from a combi-
nation of privacy and safety challenges. A core finding is the deep
interplay between these domains, where privacy breaches often
directly lead to safety risks, highlighting the uniquely expanded
attack surface of on-body computing.

Based on these findings, this paper makes the following contri-
butions:

e An empirically grounded characterization of nuanced pri-
vacy and safety challenges associated with emerging on-
body interaction techniques, integrating perspectives from
both HCI and privacy/safety experts.

o A set of actionable design guidelines aimed at proactively
guiding interaction designers in mitigating identified risks
and creating trustworthy on-body systems.

This exploratory research provides foundational insights into
critical privacy and safety considerations, preparing the research
and interaction design communities for the inevitable challenges
and opportunities in the age of intimate on-body computing.

2 RELATED WORK

We discuss related work across three key domains. We first examine
prior research on privacy in HCI, which establishes the landscape
of risks associated with ubiquitous and on-body computing. Next,
we discuss the emerging discourse on safety risks, highlighting
how the definition of harm is evolving. Finally, we review studies
on the critical role of bystanders in the design and deployment of
systems that operate in shared, public spaces.

2.1 Privacy in HCI

With the third wave of HCI, computing technologies expanded
beyond traditional workplaces into diverse aspects of everyday
life, including the home, social spaces, and the body itself [22].
While this broad adoption increased access to information, com-
munication, and productivity, it also introduced significant new
privacy challenges. In particular, the ubiquitous sensing capabilities
of smartphones have increasingly been used to collect extensive
data about their users and bystanders, often without their explicit
consent or awareness [8].

These privacy issues have only intensified with the emergence of
wearable and distributed personal computing devices, such as smart-
watches, fitness trackers, and augmented/virtual reality (AR/VR)
headsets [11, 41]. Unlike traditional mobile devices, wearables are
often always-on, body-mounted, and designed to blend seamlessly
into everyday environments, creating new vectors for privacy inva-
sions. Recent work by Wu et al. [62] highlighted that the on-board
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sensors on multiple popular VR platforms can be accessed with-
out requiring any user permission, creating an opportunity for
adversaries to infer sensitive information, such as keystrokes. Re-
cent research has also highlighted the potential for dark patterns
in wearable displays, where AR/VR systems can subtly or overtly
manipulate a user’s perception of reality, influencing their behavior
in ways that may not align with their best interests [29].

Furthermore, the public nature of these devices introduces dis-
tinct social and visual privacy risks. Prior studies on mobile devices
have characterized the prevalence of shoulder surfing [17] and pro-
posed proxemic-aware mechanisms to detect and protect against
such visual intrusions [68]. Koelle et al. [26] discussed the need
for privacy notices for body-worn cameras and proposed design
requirements derived from design sessions with experts.

Despite the growing awareness of privacy risks in wearable
technologies, most prior work has predominantly focused on how
these concerns relate to passive data collection and sharing prac-
tices [10, 38]. Less attention has been given to how emerging wear-
able systems create privacy risks through the novel interaction
mechanisms, including how users provide input to these systems
and how, when, and to whom the systems present output. In this
paper, we broaden the examination of privacy in on-body comput-
ing by investigating the privacy challenges arising from user inputs
and system outputs in emerging and future wearable systems, as
well as the novel interaction techniques they necessitate.

2.2 Safety Risks in HCI

In this work, we adopt a broad definition of safety, as the term can
be interpreted as physical safety or digital security. We define it as
ensuring that systems and technologies operate without causing
harm to users - both physical and psychological - to data, or in-
frastructure. We intentionally used this broad definition, adapted
from prior work, during our expert interviews to encourage partic-
ipants to explore a wide range of risks without being prematurely
restricted.

Safety has become an increasingly pressing topic in HCI, par-
ticularly as technologies grow more immersive and socially em-
bedded. Zheng et al. [67] studied safety risks in VR environments
and showed that current safety designs, inherited mainly from
traditional platforms, fail to address the VR-specific harms, high-
lighting a need for specific safety features. Similarly, Wenzel and
Kaufman [60] investigated harms experienced by multicultural
users interacting with voice assistants and found six physical and
emotional harms.

In the physical co-presence domain, O’Hagan et al. [45] con-
ducted in-the-wild interactions in shared spaces between VR users
and bystanders, uncovering risks such as collisions, unwanted phys-
ical contact, and even abuse. At a broader level, Walker et al. [59]
examined the differing definitions of safety across HCI subfields.
They argued that a unified, interdisciplinary understanding of safety
is necessary to build effective sociotechnical systems, particularly
as new technologies emerge.

While this body of work establishes the importance of safety
in specific contexts like VR or when using voice assistants, prior
research has focused mainly on safety challenges arising from the
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application or environment, rather than from the fundamental inter-
action techniques themselves. Our work builds on these foundations
by shifting the focus to the interaction modality. We provide a sys-
tematic investigation of the physical and psychological safety risks
that are intrinsically linked to the act of interacting on and with the
human body.

2.3 Bystanders in Immersive Environments

With the rise of immersive technologies, new challenges arise re-
garding the presence of bystanders. These technologies extend from
the user into the surrounding environment and can inadvertently
expose bystanders without their consent. Existing literature has
looked into the presence of bystanders and their potential interac-
tions with users in immersive environments.

The study on interactions in shared spaces between VR users
and bystanders by O’Hagan et al. [45] also revealed that bystanders
often face risks of physical collisions, communication breakdowns,
and even abuse due to the occlusive and immersive nature of VR.
They highlighted that immersive technologies amplify power imbal-
ances between users and bystanders. In follow-up work [44], they
systematically studied user-bystander interactions in VR to under-
stand how VR users manage awareness of bystanders, finding that
users’ awareness needs are not static but shift depending on social
context, interaction type, and the user’s desired level of immersion.
Extending this into the AR setting, Corbett et al. [9] addressed the
challenge of real-time bystander awareness by developing a system
that uses users’ eye gaze and voice cues to distinguish between
users and bystanders.

While prior work has focused on bystanders in immersive inter-
actions, not much work has been done to understand the presence
of bystanders when performing on-body interactions. Our paper
investigates the dynamics of bystanders in the context of on-body
interactions, emphasizing privacy and safety challenges.

3 METHODOLOGY

We designed our methodology to systematically explore the pri-
vacy and safety implications of on-body interactions. Based on
the results, we derive actionable guidelines to mitigate common
challenges when designing future interactions.

The methodology is structured into four distinct phases (see
Figure 2): (1) literature analysis and interaction selection, (2) an
internal expert workshop, and (3) two rounds of interviews with
experts on HCI, as well as experts on privacy and safety (RQ1).
Further, (4) we derive guidelines for future interaction designs from
our results (RQ2).

3.1 Literature Analysis & Interaction Selection

We conducted an extensive literature review to identify novel in-
teraction techniques applicable to on-body computing devices. We
built our initial corpus through keyword searches on the academic
databases ACM Digital Library and Google Scholar, focusing on pub-
lications from relevant top-tier venues (e.g., CHI, IMWUT, UIST).
Our search query strategy involved combining terms related to
on-body interaction (e.g., ‘input’, ‘output’, ‘interaction’, ‘gesture’)
with terms for specific body parts (e.g., ‘face’, ‘chest’, ‘hand’, ‘leg’).
A complete list of the key terms we used is available in Appendix A.
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Figure 2: Overview of the four distinct phases of the method-
ology.

We supplemented this initial set by conducting snowball sampling
from the reference lists of the already-identified publications. We
performed this step to identify works that our keyword search
might have missed and to ensure comprehensive coverage of the
relevant literature.

To maintain a clear focus, our review concentrated on techniques
involving touch and gestural input as well as visual-haptic output,
excluding other modalities like voice commands or passive bio-
metric sensing. We gathered 91 distinct interactions from existing
literature, classifying them based on their input and output capabil-
ities across different body parts, including hands, torso, head, and
legs. This classification considered both the body parts involved
in interaction execution (input) and the areas on the body where
feedback or output was provided.

Considering the practical time constraints of expert interviews
and the goal of in-depth exploration, we curated a representative
subset of interactions for discussion through a two-dimensional
categorization framework inspired by prior work [49] and internal
expert consultations. This framework evaluated interactions across
two dimensions:

e Observability: the extent to which external observers can
perceive an interaction.

e Bandwidth: the amount of information (i.e., distinct states
or messages) an interaction can convey.

Following this framework, we organized an in-person workshop
with 4 internal interaction experts, all researchers holding post-
doctoral or faculty positions, from three local research institutions.
We deemed this sample size sufficient to ensure agreement on the
relatively straightforward classification of interactions into the
observability and bandwidth dimensions. All experts have more
than 10 years of research experience. They classified each interac-
tion individually based on our dimensions and categorized them
as either established or novel based on their adoption in consumer
electronics. We noted only minor disagreements during the individ-
ual classifications, primarily stemming from slight differences in
interpretation of the dimensions. We resolved these disagreements
through a short group discussion following the individual classifi-
cation phase. From the aggregated workshop results, we selected a
minimum of 2 and a maximum of 3 interactions representing the
extremes of our two-dimensional classification framework for both
input and output categories (e.g., selecting at least two interactions
that are highly observable with low bandwidth, or classified as low
in observability, but high in bandwidth). If the chosen interactions
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Output Interactions

ThermoVR [47) LSVP [48]

Input Interactions

EarTouch [25]
BreathVR [56]

Pinstripe [23]
Mid-Air Text Entry [53]

Force Jacket [12]
ShoeSoleSense [36]

Figure 3: The 11 input and 10 output interaction techniques
explored during expert interviews, illustrating their targeted
body locations. The input interactions are: EarTouch [25],
BreathVR [56], Skinput [21], TipText [63], Kick Gesture [2],
HeadCross [64], Facial Expression [35], EyeSwipe [30],
Tongue Machine [66], Pinstripe [23], and Mid-Air Text En-
try [53]. The output interactions are: ThermoVR [47], Ac-
tivEarring [33], On-Body Displays [51], Dexmo [19], Tact-
too [61], ShoeSoleSense [36], Electric Head [57], LSVP [48],
Force Jacket [12], and Springlets [20].

within one quadrant of our classification were conceptually similar,
we included only one to avoid excessive memory load on our par-
ticipants during the interviews. We deliberately chose interactions
at the extremes of our classification framework to maximize the
elicitation of meaningful insights from our experts. This approach
makes potential vulnerabilities more apparent than they might be
in more balanced techniques. To ensure diversity, we included not
only a mix of established and novel techniques but also interac-
tions targeting different body locations. For example, our experts
classified Mid-Air Text Entry [53] as an established technique, and
both high in observability and bandwidth. They classified Tongue
Machine [66] as novel, and both low in observability and band-
width. This yielded a total of 11 input and 10 output interactions
for further exploration. The interaction techniques used during all
expert interviews are listed in Figure 3.

3.2 Expert Interviews

We conducted two sequential rounds of expert interviews to itera-
tively deepen our understanding of privacy and safety challenges
and concerns. We define the term safety for our context in Sec-
tion 2.2. Both interview rounds were performed virtually via Zoom,
with audio recordings captured for subsequent analysis.

3.2.1 First Interview Round: Interaction Experts.

We conducted the first set of interviews with experts in interaction
design and HCI. At the beginning of each interview, we obtained
informed consent. Then, we explained the study procedure and
presented participants with either the set of input or output inter-
action techniques using slides and short illustrative videos. Each
slide contained a brief text explanation of the technique alongside a
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video or illustration taken from the original research paper to visu-
ally demonstrate the interaction (see Appendix 4). After explaining
each interaction technique, we started an audio recording.

We asked the participants to discuss potential privacy and safety
concerns for the interaction techniques we provided. To contextu-
alize their discussion, we guided them through three predefined
scenarios:

(1) Private setting: The interactions occur in a private space
(e.g., at home), with high environmental awareness’.

(2) Public setting with high awareness: The interactions
occur in a public environment (e.g., at a bus stop) with high
environmental awareness.

(3) Public setting with low awareness: The interactions oc-
cur in a public environment, but the user’s environmental
awareness is significantly reduced (e.g., by engaging with a

virtual environment).

We purposefully omitted details about the scenarios and imple-
mentation of the techniques to avoid constraining the participants’
thought processes and encourage them to think creatively. We
avoided strict time-boxing, allowing them to explore deeply where
insights were especially promising. We presented the techniques
as a collective set (input or output) to discuss within the context
of each scenario. We dedicated 10 to 15 minutes to each scenario,
asking participants to identify general challenges and specific con-
cerns associated with each scenario and interaction, which enabled
us to map out the broader threat landscape and identify high-level
privacy and safety issues. After completing the scenarios for the
first set of techniques, we presented the remaining set and repeated
the procedure. Informed by established practices in qualitative re-
search [31], we randomized the order in which we presented the
scenarios to experts and alternated the type of interaction tech-
nique we discussed first to mitigate fatigue and ordering biases.
The full interview guide is provided in Appendix B.

3.2.2  Second Interview Round: Privacy and Safety Experts.

Using insights from the first round, we iterated our interview pro-
tocol to facilitate a deeper exploration of identified challenges with
privacy and safety experts. Although the interactions presented
remained unchanged, we shifted our methodological approach to
an interactive, adversarial role-playing exercise, a concept central
to threat modeling in security and privacy research [52]. We asked
the participants to assume one of 3 carefully selected adversar-
ial personas, each representing a distinct threat dimension with
differing motives, resources, and potential attack strategies:

e Profit-driven Corporation: A systemic threat exploiting
data for commercial benefit through large-scale collection
and inference (high resources, public context).

e Abusive Partner: An intimate threat manipulating personal
relationships for control, representing risks to social safety
and targeted privacy violations (medium to low resources,
private context).

e Opportunistic Hacker: A technical threat exploiting inter-
actions for sabotage or personal gain, focusing on system

We use environmental awareness to mean a user’s degree of perceptual access to
their immediate physical surroundings [44]. High awareness implies unobscured real-

world senses, low awareness implies senses are largely replaced or mediated, e.g., in
immersive VR.
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integrity, physical safety, and malicious breaches (medium
resources, ad-hoc public context).

This persona-based approach adapts established threat modeling
practices for adversarial thinking to explore potential misuse and
attacks. It encourages our participants to step outside a defensive
or user-centric viewpoint and consider threats from specific, moti-
vated perspectives. To enrich the adversarial thinking process, we
introduced our participants to multiple potential threat layers, en-
couraging them to conceive sophisticated, non-obvious attacks that
leverage unique aspects of each interaction type. Unlike in the first
round, the scenarios were not examined sequentially; rather, we
shifted the focus to detailed challenge exploration per adversarial
role for each interaction. After discussing each adversarial persona
for the first set of either input or output interaction techniques, we
presented the remaining set and repeated the procedure. As this
approach is more structured than the previous one, it allowed us to
discuss more sophisticated challenges and concerns in the available
time. Similar to the first interview round, we randomized the or-
der of the adversarial personas and alternated interaction types to
mitigate fatigue and ordering biases informed by established best
practices [31]. Across both rounds, interviews lasted 64 minutes
on average (SD = 11 min). The full interview guide is provided in
Appendix C.

3.2.3 Recruitment.

We recruited a total of N = 15 experts with Ngcr = 8 specializ-
ing in HCI for the first interview round and Nggp = 7 specializing
in safety and privacy (S&P) for the second round. For both rounds
of interviews, we recruited experts based on their expertise and
publication history in the fields of HCI or privacy and safety. To
define our expert criterion, we set a lower-bound requirement of
at least one main-author publication at a top-tier venue in their
respective field. We consider the ability to publish at such venues
a strong indicator of domain expertise. For HCI experts, this in-
cluded venues such as CHI, IMWUT, and UIST. For S&P experts,
this included venues such as IEEE S&P, CCS, USENIX Security, and
NDSS. Our participants’ professional experience in their respective
fields ranged from 4 to 15 years (overall M = 7.2 years). While one
top-tier publication was our minimum requirement, all recruited
participants exceeded this criterion and had multiple publications
in their field.

Experience levels were comparable across the two groups (HCI
M = 7.9 years, range: 4-15; S&P M = 6.4 years, range: 4-9). Our
final sample consisted of 6 women and 9 men. Further details on
participant demographics can be found in Table 1.

Our author team includes researchers from both the HCI and
S&P communities, which allowed us to tap into our respective pro-
fessional networks to identify and recruit suitable experts from
each field. We deliberately sampled experts from both communi-
ties to achieve interdisciplinary balance. We contacted potential
participants individually via email, explaining the purpose of the
study and why we selected them. When an expert signed up for an
interview, we sent them a consent sheet containing details about
the study objectives, data collection and handling.
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Table 1: Overview of expert participant demographics by
expertise area.

HCI Experts
ID Years Exp. No. Publications Gender
HCIy 6 9 w
HCI, 5 11 \W
HCI3 5 2 M
HCl4 12 30 M
HCIs 10 12 M
HCI4 6 9 M
HCI; 4 11 M
HCIg 15 12 \W

S&P Experts
S&P; 9 7 M
S&P; 5 9 w
S&Ps3 8 6 M
S&P4 6 5 M
S&Ps 9 28 w
S&Pg 4 2 M
S&P7 4 7 M

3.3 Data Analysis

Our data analysis consisted of two main phases: (1) a systematic
analysis of the expert interviews, and (2) the development of design
guidelines for interaction techniques.

3.3.1 Thematic Analysis.

We employed a qualitative thematic analysis approach outlined
by Braun and Clarke [6] to explore our expert participants’ re-
sponses. We began by having a GDPR-compliant third-party ser-
vice produce an orthographic transcript of all interviews, with
participants providing consent for this step. Following an inductive,
bottom-up approach informed by open coding, two researchers
independently coded 7 interviews spanning both expert groups
to create the initial codes. They then met to compare their find-
ings, work through any discrepancies, and collaboratively build a
single codebook for both interview rounds. They further refined
the codebook by resolving variations in code nomenclature and
occasional oversights in code application. After confirming that
they had no substantive disagreements in their interpretation of
the interview content, one researcher applied the refined codebook
to the remaining interviews. As coding progressed, the researchers
wrote summaries and analytical memos to help organize and track
early themes.

We ensured reliability and consistency without calculating inter-
rater reliability, with the two primary researchers meeting regularly
to discuss the data, mitigate coding drift, and resolve differences
until consensus was reached, in line with recommended qualitative
practices [3, 37, 46].

After completing all coding, both researchers met again to iden-
tify emerging patterns, relationships between codes, and higher-
order themes [6, 58].
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3.3.2 Guideline Development.

In a subsequent session, two doctoral researchers conducted a
workshop to translate the findings from RQ1 into practical design
recommendations for RQ2. The process began with a systematic
review of every challenge identified by the expert participants. The
researchers employed affinity diagramming to synthesize these chal-
lenges, clustering them based on their underlying nature and the
types of risks they represented. This structured approach enabled
them to identify common themes and corresponding mitigation
strategies, which formed the basis of an initial set of guidelines.

The researchers primarily derived the mitigation strategies and
the resulting actionable guidance from the solutions proposed by
the experts during the interviews. This was supplemented by es-
tablished best practices from prior privacy and safety research,
leveraging the researchers’ own expertise in these domains.

To ensure the robustness and practical applicability of the guide-
lines, the researchers then engaged in an iterative refinement pro-
cess using scenario-based validation exercises. For a given challenge-
interaction pair identified by the experts, they would apply the
guidelines to conceptually adapt the interaction technique. They
would then simulate using this adapted technique within different
scenarios to assess whether the guideline effectively mitigated the
challenge without introducing new problems. The researchers re-
peated this validation cycle until the guidelines reached a stable
state where they consistently addressed the identified privacy and
safety risks without needing further modification.

3.4 Supplementary Materials

We provide supplementary materials for increased transparency
and replicability that are available for download. These materials
consist of the two expert interview guides, the initial list of rep-
resentative interaction techniques, and the curated list used for
the interviews. It also includes the threat layers shown during in-
terviews, a visual overview of the results from the internal expert
workshop, and the codebook used for data analysis.

3.5 Ethical Considerations

All participants provided informed consent before participating. We
ensured ethical data handling by anonymizing transcripts and safe-
guarding sensitive information, adhering strictly to ethical guide-
lines. Throughout the study, we minimized the collection of per-
sonally identifiable information and limited the number of people
with access to participant data. We stored and processed all our
data in line with the General Data Protection Regulation.

4 RESULTS OF EXPERT INTERVIEWS

We discuss the findings of our expert interviews to identify the
privacy and safety challenges associated with the selected on-body
interaction techniques. We first examine the privacy challenges re-
lated to these techniques, emphasizing issues of data over-collection,
data inference, and the privacy of bystanders. Subsequently, we
explore the potential safety issues that may arise from these tech-
niques, which include physical and psychological harm, threats to
bystander safety, and concerns related to conditioning and control.
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4.1 Privacy Challenges

On-body interaction techniques rely on sensors and processors
that continuously collect and process data to detect and respond
to user input. However, as highlighted by our expert participants,
this reliance on pervasive sensing introduces significant privacy
challenges. These challenges extend beyond general data collection
and include concerns about the excessive gathering of sensitive in-
formation, such as biometric and health data, emotional states, and
personal habits. They also encompass risks related to unauthorized
access to this data and the potential for inferred insights that go
far beyond what users knowingly share. The dual-use capabilities
of sensors (i.e., serving their intended function and a secondary,
often unintended one) and increasingly sophisticated inference
techniques further add to these privacy challenges. Moreover, the
privacy of bystanders may be affected when these sensors capture
data beyond that of the primary user. In the following, we explore
the key privacy concerns associated with on-body interactions,
focusing on issues related to data over-collection, data inference,
and their implications for both user and bystander privacy.

4.1.1  Data Over-Collection.

Many on-body interaction techniques for input rely on extensive
amounts of data collected by different sensors. The interactions we
discussed with experts incorporate cameras operating in different
spectra (such as visible or infrared), motion sensors, bio-acoustic
sensors, and EMG sensors, to name a few. Multiple sensors are often
incorporated within a single device to enable a given interaction.

While data collection is essential, our participants pointed out
that an inherent challenge arises from the fact that these devices
often collect more data than is required for their intended purpose,
resulting in potential privacy violations. A camera intended to
track head movements records everything in its field of view, and a
bio-acoustic sensor intended to detect finger taps on the skin can
localize taps and other skin interactions beyond a given body area.
Additional data collected by such vast arrays of sensors can reveal
personal and sensitive information about the user that goes far
beyond their intended goal. Our expert participants identified this
data over-collection through sensor dual-use as a potential concern.
One expert gave an example explaining that an HMD with a built-in
accelerometer for head tracking can use the same hardware to track
general body movement.

€€ I’m assuming that it uses [...] gyroscopes or
something to measure the acceleration of the
head. But you can also measure the accelera-
tion of the user himself or herself. 9 — s&p,

The data gathered “on-body” is typically sensitive in nature,
encompassing personal medical records, biometric data, and other
forms of confidential information. With on-body computing devices
becoming more integrated and complex, it can be difficult for users
to understand what data is collected and processed and how it is
used. Given this lack of understanding, various stakeholders with
different motives might be interested in over-collecting data. This
includes corporations with monetary interests, malicious actors,
and other unauthorized individuals, including friends and family.

While direct observation poses a significant threat, the data col-
lected by on-body devices is also susceptible to more technically
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sophisticated attacks targeting the data stream and device integrity.
As mentioned by our experts, Man-in-the-Middle (MitM) attacks
targeting wireless communication links (e.g., Bluetooth) can al-
low adversaries to intercept or eavesdrop on sensitive sensor data
streams.

€€ If you’re an active attacker, [...] you can use
sensors or [...] you can read the wire or use
other channels to observe and attack. 92 — HCI,

Furthermore, the integrity of the device itself presents critical
vulnerabilities. Attackers might compromise devices through mal-
ware, supply chain attacks, or firmware manipulation. This could
enable hidden data collection backdoors, where devices might al-
ter their data collection behavior when not under audit, making it
harder to detect:

€€ When something is audited, you see, okay.
This is all fine, all encrypted. [...] And once the
audit mode [...] is off; they could still collect
the data [...] in secret. 99— S&Ps

Such compromises could involve sabotaging devices to force
unintended data recording or injecting additional covert sensors
like GPS or microphones.

Ultimately, the goal of many advanced attacks is the unautho-
rized extraction and exploitation of sensor data. The experts high-
lighted risks, including the sale of collected personal data for profit.
A significant concern is that this captured data could be used to
undermine authentication systems that increasingly rely on behav-
ioral and biometric factors, effectively creating a potential market
for stolen biometric profiles or ¢ ‘Biometrics as a service’ offered
by hackers.?[S&Ps] The increasing density of sensors also raises
concerns about cross-device spying, where If one device is ma-
licious/collects a lot of unnecessary data, it could spy on input of
other devices nearby.’ [S&P,] The increased amount and sensitivity
of collected data, combined with these advanced attack vectors,
significantly increase the privacy risks associated with on-body
interaction techniques.

4.1.2 Data Inference.

Data from on-body sensors can yield substantial insights into user
behavior and preferences, potentially leading to severe privacy vio-
lations if such data is accurately inferred. As one expert highlighted,
the sensors enabling interaction often allow for much broader in-
terpretation:

€€ So, you’re loading the user with a lot of sen-
sors that can be used to not only measure
what they are designed to measure, but you
can infer more information from that. 3 — s&p,

Inference mechanisms vary widely, from easily detectable tech-
niques to more discreet and subtle approaches. Similar to data col-
lection, data inference can be carried out by any entity with access
to collected sensor data, including corporations seeking commercial
advantage, malicious actors, or other unauthorized individuals.

Among the various inference strategies, direct observation at-
tacks stand out as both straightforward and among the most com-
monly exploited. These include line-of-sight viewing, shoulder
surfing, and video recording, all of which can capture user in-
puts for subsequent replication. The study participants noted that
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¢ Everything like [...] Skinput, or EarTouch [...] and all of that [...] can
be easily observed and thus they are not private.’ [S&P;] On-body
displays are a prime example of observable outputs particularly
susceptible to such visual attacks.

More discreet inference techniques leverage side-channel cues
such as auditory and vibrational leaks. These may include subtle
sounds produced by devices, like one expert noting ¢ Force Jacket
might [...] be audible.’ [S&P,], as well as other minute vibrations,
which can disclose the nature of user interactions. Additionally,
sophisticated data inference attacks can employ technologies like
thermal cameras to detect temperature changes or microphones
to discreetly gather data enabling inferences without the user’s
awareness.

The success of data inference is influenced by the subtlety of user
interaction and the situational context. Subtle, low-profile interac-
tions are inherently more challenging to observe and, therefore,
less likely to be accurately inferred. The experts frequently cited
examples like TipText and Tongue Machine, stating ©[It is] very
private because it’s not observable.” [S&P,], enabling covert usage.
This contrasts sharply with larger, more expressive interactions.
At the same time, public environments inherently elevate the risk
of observation attacks, while contexts with low user situational
awareness, such as being immersed in the virtual world, further
heighten vulnerability due to the user’s limited ability to monitor
their surroundings. Conversely, in high-awareness settings, users
can more strategically time their interactions to mitigate the risk
of being observed.

Beyond inferring user’s interactions, data inference could reveal
various aspects of a person’s life, such as health status, emotional
state, physical activities, routines, and demographic details. For
instance, one expert explained that gait patterns from shoe sensors
might reveal daily routines, indoor/outdoor activity, and demo-
graphics. This information can enable detailed behavioral profiling
and tracking, identifying user habits, preferences, activities, and
locations while potentially linking these behaviors to underlying be-
liefs. Such data could be exploited for purposes like highly targeted
advertising, selling user profiles, re-identification, and influencing
decisions, all of which raise serious privacy concerns. In more trou-
bling cases, inferred data (e.g., about health conditions or habits like
smoking) might even be shared with entities like health insurance
companies or placed behind paywalls for financial gain, further
harming users.

€€ 1t’s like a premium feature, but here, [...] I
would get an advertisement which says ‘Hey,
you’ve been diagnosed with something severe.
You wanna know what it is? Pay $100. 9 — S&Ps

However, it is crucial to acknowledge that data inference is not
infallible. The experts cautioned against the risks of over-inference
and inaccurate conclusions drawn from sensor data. One participant
noted the danger of assuming causality from correlation, especially
for sensitive attributes. Such false positives can lead to significant
harm, for instance, if data from a borrowed device leads to incorrect
assumptions about the primary user’s habits or health status.

The privacy risks associated with inference also extend tempo-
rally. Some of the experts raised concerns about data hoarding -
the practice of collecting sensor data now for potential analysis
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with more sophisticated algorithms in the future. This temporal
dimension means users might consent to data collection without
fully understanding the potential future inferences that could be
drawn as machine learning techniques advance.

Furthermore, the advanced data collection attacks discussed pre-
viously directly exacerbate inference risks. Data intercepted via
MitM attacks or extracted from compromised devices provides ad-
versaries with richer, raw sensor feeds, potentially enabling more
accurate or invasive inferences than possible through external ob-
servation alone. Compromised firmware could even perform com-
plex inferences directly on-device, potentially exfiltrating only the
derived sensitive insights rather than raw data, making detection
harder.

In summary, data inference transforms raw sensor readings into
potentially revealing insights, posing a profound privacy risk. This
risk is amplified by the variety of inference methods, the potential
for inaccurate conclusions, the prospect of future analysis using
advanced techniques, and the underlying vulnerabilities in data
collection itself.

4.1.3  Bystander Privacy.

In addition to concerns surrounding the primary user, on-body in-
teraction techniques also raise significant challenges for bystander
privacy. Sensors integral to these devices, such as cameras, micro-
phones, or even motion trackers operating within a specific range,
may inadvertently capture data about nearby individuals without
their knowledge or consent. This presents a distinct and potentially
more severe privacy challenge compared to the primary user, who
actively chooses to wear the device and is typically aware, at least
nominally, of its intended function. Bystanders, in contrast, may
be entirely unaware they are being sensed, giving them no oppor-
tunity to consent, object, or take evasive action. One HCI expert
highlighted how privacy considerations can make the design and
implementation of interactions more difficult.

€€ [ think that bystanders are worried about
being filmed. [...] On the other hand, building
input methods or techniques using cameras
is super easy. 3 Hey

Consequently, many previously discussed data collection and
inference risks — such as excessive data gathering, sensitive infer-
ences, and behavioral profiling - extend beyond the user and also
affects the people nearby. Data captured from bystanders could
be aggregated and analyzed by various actors. For instance, our
experts noted that companies might leverage the sensors on users’
devices for dual-use to understand the user and potentially gather
data on bystanders, effectively profiling crowds or analyzing public
spaces.

Malicious actors could also exploit compromised devices or in-
tercept data streams to spy on conversations or activities involving
bystanders, gathering contextual information beyond the primary
user. Furthermore, in interpersonal contexts, bystander data can be
exploited for surveillance. For example, tracking a primary user’s de-
vice location can inadvertently reveal the location and movements
of their companions. The proliferation of such sensor-equipped de-
vices could enable broader environmental monitoring or even forms
of crowd surveillance if data is aggregated centrally or accessed
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illicitly by state actors or other powerful entities. While not the
focus of the interactions studied, the potential integration of more
advanced environmental sensors could intensify these bystander
privacy risks in the future.
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On-body interactions rely on various sensors that can pervasively
collect extensive, sensitive personal data, enabling inferences far
beyond user intent. This inferred information poses significant
risks, including behavioral profiling, exploitation, and unfore-
seen threats from future analysis, while also being susceptible to
inaccuracies. Further, on-body devices face advanced technical
threats like communication interception, firmware compromise,
and illicit data extraction. Additionally, these systems create sub-
stantial privacy risks for bystanders by inadvertently capturing
\their data without their awareness or consent.
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4.2 Safety Challenges

Our expert participants noted that the safety implications become
increasingly paramount as the interactions move closer to the body.
Our analysis additionally revealed that privacy challenges directly
influence the potential safety risks associated with on-body inter-
actions.

The experts explained that these safety challenges span both
physical and psychological dimensions. In addition, they raised
concerns about the safety of bystanders, who may inadvertently be
at risk due to their proximity to primary users or the unintended
activation of sensors. Furthermore, experts noted that repeated
engagement with these systems could gradually influence user
behavior, leading to concerns around conditioning and loss of au-
tonomy. In the following sections, we examine these dimensions of
safety in more detail, focusing on the broader implications for the
well-being of users and bystanders.

4.2.1 Physical Harm.

On-body interaction techniques present physical safety challenges
due to their proximity to the body. These risks extend beyond
discomfort, potentially escalating to device-induced strain, acute
injury, or long-term physical damage.

Interaction-induced physical harm can arise directly from per-
forming on-body gestures or responding to outputs presented on
the body. The study participants highlighted that harm can manifest
in various forms. Interactions demanding significant user attention,
such as responding to complex notifications or following navigation
prompts, can lead to dangerous distractions, diverting attention
from the immediate environment. This is particularly concerning
in high-risk contexts, as one expert explained when talking about
LSVP.

€€ 1t partially obstructs your view, so you need
to be careful when there could be some cars or
[...] construction work around you. 7 — HCI;

The experts also raised concerns about the danger of specific
interactions, such as systems relying on precise navigation guidance
(e.g., ShoeSoleSense). If such systems provide incorrect or poorly
timed cues, they might lead users into hazardous environments.
Additionally, the experts noted that sensory overload from multiple
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haptic, auditory, or visual outputs could further reduce situational
awareness and impair judgment.

Interactions requiring large, expressive, or awkward bodily move-
ments introduce musculoskeletal strain or injury risks, especially
with prolonged or repetitive use. The study participants frequently
noted that the size and nature of gestures impact safety. Large
movements like kick gestures increase the likelihood of accidental
collisions with surrounding objects or people, particularly when
spatial awareness is limited, such as when being immersed in the
virtual environment.

€€ The kick gesture could also cause harm, es-
pecially if you’re in VR because you could be
kicking an object or another person [...] this
could really hurt yourself or others. 33— s&p,

This lack of awareness can also lead users to trip over or col-
lide with obstacles accidentally. In contrast, smaller, more subtle
interactions were generally perceived as physically safer regarding
direct motion-related harm.

Hardware issues and device characteristics contribute signifi-
cantly to physical risks. Due to the proximity to the body, mal-
functions or miscalibrations can have severe consequences. The
participants expressed concerns about potential burns from ther-
mal output devices, injury from excessive electrical stimulation,
restricted blood flow or breathing from constricting wearables, or
even hearing damage from poorly regulated audio output.

Beyond accidental harm or standard malfunctions, the experts
emphasized the potential for intentional physical harm inflicted
through the exploitation of on-body systems. The close integration
with the body and the ability of some devices to deliver potent
physical stimuli (heat, electricity, force) create a significant attack
surface for malicious actors. One expert described a scenario where
an attacker threatens physical harm to a user unless demands are
met, calling it “ransomware for the body”.

€€ If the user is wearing multiple [on-body de-
vices], you can combine a lot of them to send
a message. Like, think about ransomware, but
for your body. 2 — s&p,

In interpersonal contexts, abusive partners with device control
could abuse the device’s capabilities in a similar way.

The technical vulnerabilities discussed under privacy challenges
(Section 4.1) have direct physical safety implications. Attacks like
MitM or device compromises (malware, firmware exploitation)
could allow adversaries to intercept and modify legitimate com-
mands sent to output devices. For example, a safe level of electrical
muscle stimulation could be maliciously amplified to unsafe levels.
Similarly, safety limits designed to prevent overheating or excessive
force could be deliberately overridden via exploited firmware or
compromised components resulting from supply chain attacks.

These findings indicate that physical safety risks associated with
on-body interactions can arise from unintended user behavior (e.g.,
distraction, collisions), design oversights or hardware failures, and
intentional exploitation by adversaries leveraging technical vulner-
abilities. These risks are compounded as interactions move closer to
the body, amplifying the potential physical consequences of failure
or misuse.
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4.2.2  Psychological Harm.

As on-body interaction techniques become more immersive and
tightly integrated with the user’s sensory experience, the potential
for psychological harm increases significantly.

Our expert participants highlighted several ways interactions can
impact mental and emotional well-being. They explained that psy-
chological harm often stems from how users experience and inter-
pret feedback from their bodies. Increased immersion can heighten
the emotional impact, leading to fear, anxiety, or discomfort.

€€ [Create] an uncomfortable and fearful sit-
uation to control the person. [...] In theory,
you can always take the device off, but some-
times [...], even if you know it wasn’t real,
you have a tricky situation in there. It takes
time to adjust. 9 — S&Ps

Another expert provided an example by saying [It] could scare
me for sure [when] somebody else projects a spider on my body.” [HCI;]
Furthermore, users could face social embarrassment from perform-
ing awkward gestures in public or if devices actuate unexpectedly.
Such harm may arise unintentionally from system design or be de-
liberately inflicted by various actors, including corporations lever-
aging mood influence, attackers, or abusive partners. A participant
raised concerns about gaslighting through manipulated outputs,
where systems could distort a user’s perception of reality in an
interpersonal context.

Long-term psychological effects were another primary concern.
The participants warned that extended usage could blur the bound-
aries between real and virtual experiences, making it harder for
users to distinguish reality from simulated sensations over time.
This might extend beyond visual confusion in VR/AR and poten-
tially include persistent phantom tactile alerts after using haptic
devices or difficulty interpreting real-world thermal cues after pro-
longed exposure to artificial ones. The participants also pointed out
that corporate-driven “attention engineering” could impact cogni-
tive functions or brain development, raising concerns about the
vulnerabilities of children and adolescents using such technologies.

4.2.3 Bystander Safety.

On-body interaction techniques not only impact the primary user
but can also pose risks to the safety of nearby bystanders. Inter-
actions involving large, expressive body movements increase the
potential for accidental physical harm to others, notably when users
have reduced spatial awareness, for instance, when immersed in vir-
tual reality. Collisions and accidental touching can occur, especially
in crowded or constrained environments. One expert described
their concern about accidentally touching strangers when using
mid-air text entry.

€€ If you really have to reach out for 40 cen-
timeters, I would be afraid to [...] awkwardly
[grab] someone else. That would not be safety
with regards to T hurt someone,” but I inap-
propriately touched someone. 39— HCI,

Conversely, the social perception of on-body interactions can
create discomfort or provoke undesired reactions from bystanders,
potentially compromising the user’s safety. Interactions that appear
strange, rude, or confusing may draw negative attention. Bystanders
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might get angry [...] if you behave very weirdly’ [HCI;] when they
feel threatened or annoyed observing certain gestures, potentially
leading to verbal or even physical confrontation. The novelty of
these techniques can intensify such reactions, making users con-
spicuous and vulnerable, as evidenced by prior experiences with
camera glasses and Google Glass [5, 16]. Furthermore, cultural and
contextual factors significantly shape bystander reactions, influenc-
ing what is considered acceptable interaction.

Beyond physical interactions and social perceptions, device out-
puts can also impact bystanders. Publicly visible outputs, such as
on-body displays or visible augmented reality projections, may
expose nearby individuals to unwanted or inappropriate content
without their consent. For example, companies might push intru-
sive advertisements into a bystander’s visual field via a user’s de-
vice. Alternatively, malicious actors could exploit visible outputs to
broadcast offensive messages or display disturbing content, creating
an uncomfortable or unsafe environment for those nearby.

4.2.4 Conditioning & Control.

Beyond immediate physical or psychological impacts, our expert
participants highlighted a distinct category of safety concerns re-
lated to conditioning and control. This involves the potential for
on-body systems to be used to subtly influence or overtly manipu-
late user behavior and autonomy, often driven by external actors.
While related to psychological effects, this theme focuses specifi-
cally on the mechanisms undermining user agency.

The experts worried that repeated exposure to subtle sensory
feedback - haptic pulses, gentle electrical stimulation, or thermal
cues — could lead to Pavlovian conditioning, gradually shaping
user preferences, habits, or even physiological responses, poten-
tially without conscious awareness [50]. This could be exploited
commercially. One expert described how a corporation could be
interested in guiding user behaviors using such methods, associ-
ating positive feelings with specific products or guiding attention
via attention engineering that becomes more potent with intimate
on-body feedback.

€€ The corporation could maybe have an interest
in basically teaching you certain behaviors
[...] using these subtle outputs to slowly condi-
tion participants. So, this is like the Pavlovian
or classical conditioning experiments. 7 — s&p,

In interpersonal contexts, particularly intimate partner violence
(IPV), these mechanisms could be weaponized for control. An abu-
sive partner might exploit device capabilities to condition the vic-
tim’s responses or directly manipulate their behavior. As described
by an expert, this could range from conditioning ¢ [so] subtle, the
target would not be aware of it> [S&P,] to more overt control.

For example, the ability of some systems to directly actuate the
user’s body opens possibilities for external control and coercion,
not only from partners but also from external actors. While we
previously discussed the potential for causing physical harm via
such mechanisms (see Section 4.2.1), the ability for an attacker to
remotely compel movement or physically constrain the user also
fundamentally undermines their autonomy and safety. This enables
scenarios akin to the previously mentioned “ransomware for the
body”, where control itself becomes the leverage or harm.
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These concerns about conditioning and control underscore a pro-
found safety risk inherent in tightly coupled on-body systems: the
potential erosion of user agency and autonomy through interfaces
designed to influence behavior and physiology directly.
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On-body interactions introduce significant safety risks, includ-
ing direct physical harm from user distraction, collisions, hard-
ware failures, or exploitation, enabling remote attacks like “ran-
somware for the body.” Psychologically, users face potential im-
pact on their mental and emotional well-being. Increased immer-
sion can evoke negative emotional responses such as anxiety
or lead to uncomfortable social consequences. Our experts also
warned of long-term cognitive impacts blurring the boundaries
between real and virtual experiences. Safety concerns extend
to bystanders, who are at risk of accidental physical harm and
unwanted exposure to visible outputs, while negative bystander
reactions can compromise user safety. Further, some systems
pose fundamental threats to user autonomy through the poten-
tial for subtle behavioral conditioning or direct external control

over bodily actions.
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5 DESIGN GUIDELINES FOR INTERACTION
TECHNIQUES

Drawing from our findings, we propose a set of design guidelines to
mitigate the privacy and safety challenges of on-body interaction
techniques. The guidelines are grounded in the risks identified by
our experts, building upon established privacy and safety principles
to address the unique challenges of on-body computing. They are
intended to assist interaction designers by directly addressing the
challenges detailed in our RQ1 findings (see Sections 4.1 and 4.2).

We recognize that interaction designers may not always have
the authority to implement all guidelines, particularly when other
stakeholders make core decisions about data collection or business
models. In such cases, the guidelines should serve as best practices
and be used for advocacy, empowering designers to articulate the
importance of responsible design to decision-makers. Maintaining
a high level of privacy and safety for users and bystanders serves
the long-term interests of all stakeholders.

Previous work expressed concerns regarding the intimacy of bio-
metric data, such as kinematic fingerprints [55], and provided rec-
ommendations for strict data minimization and anonymization [13].
This guideline emphasizes the need to restrict sensor data capture
to the absolute minimum necessary for interaction, based on prior
literature and our experts’ concerns about over-collection, sensor
dual-use, and the sensitivity of on-body data.

G1 Minimize Data Collection

Responsible data governance mitigates privacy risks by de-
liberately reducing potential data capture (via sensor choice)
and actual data processed. This directly impacts hardware
selection, algorithm design (using only necessary data), and
data handling architecture (favoring local processing).
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Actionable Guidance:

e Select Minimal Sensors: Implement only the essential
sensor suite capable of reliably enabling the core interac-
tion. Justify the inclusion of each sensor.

e Configure Minimal Capture: Operate sensors at the
minimum required fidelity, sampling rate, and duration
necessary for the interaction. Avoid continuous capture if
event-based sensing suffices.

o Process Locally: Prioritize on-device or local processing
(e.g., on a paired smartphone) to minimize raw sensor data
transmission and external exposure where feasible.

e Enforce Purpose Limitation: Strictly define and tech-
nically enforce the specific purpose(s) for collecting and
using data. Prevent function creep [28].

e Communicate Data Practices: Clearly inform users
about what sensors are active and what data is being col-
lected, processed, or shared (related to G5 ).

Our participants identified the observability of interactions as a key
concern, creating privacy risks through inference and safety risks
through negative social attention or misinterpretation. Building
on established tenets of tangible interaction [43], this guideline
emphasizes the importance of peripheral and discreet interaction
styles that allow users to manage privacy without social disruption
or unnecessary intrusion [39].

G2 Manage Interaction Observability

Managing interaction perceivability (e.g., visual, auditory,
thermal) requires balancing usability and expression against
privacy and safety risks. This impacts gesture, output, and
form-factor design, as well as context adaptation. While dis-
cretion is often key, higher observability may be acceptable
for non-sensitive interactions or specific contexts (e.g., gam-
ing) if risks are carefully weighed.

Actionable Guidance:

e Default to Discretion: Design for discretion (e.g.,
micro-gestures, localized haptics) as a default for sen-
sitive inputs/outputs or common public use contexts.

o Provide Perceivability Control: Offer clear user con-
trols to manage output perceivability (e.g., haptic inten-
sity, distinct modes for public/private environments).

e Minimize Side-Channel Leakage: Reduce uninten-
tional information leakage through side-channels (e.g.,
noise from actuators, vibrations, or visible heat signa-
tures).

e Consider Context & Sensitivity: Explicitly evaluate
the trade-offs between observability and function based
on the typical use contexts and the sensitivity of the
information involved.

Physical safety is paramount due to the intimate proximity of de-
vices. Our findings highlight risks from distraction, accidental harm
(including collisions and strain), hardware failures (such as burns
and shocks), and intentional attacks. Drawing on established safety
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standards for electrical stimulation [27] and risk mitigation strate-
gies for autonomous haptics [40], this guideline mandates strict
hardware limits and robust fail-safe mechanisms to prevent injury.

G3 Ensure Physical Safety & Reliability

Preventing physical harm requires validated safety limits,
ergonomic design, and rigorous testing due to amplified on-
body failure consequences. The criticality of safety measures
(like overrides) increases with the device’s potential to inflict
harm. Choices made for other guidelines interact with physi-
cal safety (e.g., less expressive gestures as described in G2 ),
often reducing collision and strain risks. Ensuring safety influ-
ences material selection, power management, actuation limits,
feedback mechanisms, and failure mode analysis.

Actionable Guidance:

o Implement Safety Limits: Enforce and validate strict
hardware and software limits (e.g., thermal, electrical,
force) appropriate to the harm potential.

o Include Fail-Safes: Incorporate context-appropriate
and robust fail-safe mechanisms and accessible user
overrides (e.g., physical buttons), especially for high-
risk devices (e.g., high-powered or body-actuating).

e Optimize Ergonomics: Minimize repetitive strain,
awkward postures, and collision risks (related to the
discretion described in G2 ).

e Mitigate Environmental Hazards: Minimize distrac-
tion potential in critical situations. Account for reduced
awareness risks (e.g., during VR use).

e Verify Reliability: Extensively test system reliability
under realistic on-body conditions, verifying safety lim-
its and failure modes of body-interfacing components.

Experts highlighted risks to users’ mental and emotional states,
ranging from fear and embarrassment to manipulation like gaslight-
ing and long-term concerns like cognitive strain or blurred reality
boundaries. Consistent with ethical frameworks for virtual environ-
ments, this guideline stresses the need to manage the intensification
of experience and potential reentry difficulties that blur the distinc-
tion between virtual and physical reality [4].

G4 Safeguard Psychological Comfort & Integrity

Protecting psychological integrity requires designing com-
fortable, non-manipulative interactions respectful of user cog-
nition and emotion. This impacts feedback design (content,
modality, intensity), immersion management, and interaction
pacing, and it necessitates proactively considering misuse po-
tential for psychological harm.
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Actionable Guidance:

o Prioritize Comfort & Control: Avoid startling and dis-
tressing feedback without explicit user opt-in and provid-
ing granular intensity and frequency controls.

Ensure Output Clarity & Verifiability: Design outputs

to be clearly interpretable and verifiably linked to system

state to reduce confusion and manipulation potential. Pro-
vide status indicators.

Manage Immersion Effects: Clearly differentiate simu-

lated and augmented stimuli from reality, where ambiguity

could cause distress. Consider potential long-term adapta-
tion effects.

e Minimize Cognitive Burden: Avoid unnecessary cogni-
tive load or excessive attentional demands, especially for
continuous use or vulnerable users (e.g., children).

o Consider Misuse Potential: Anticipate misuse scenarios
causing psychological distress (e.g., targeted fear stimuli)
and implement preventative design choices or safeguards.

The high complexity of on-body systems and opaque data practices
can disempower users, making meaningful control and understand-
ing essential for effectively navigating privacy and safety risks.
Frameworks for privacy management emphasize the centrality of
both awareness and control, advocating for interactions that are
direct, intuitive, and granular to ensure users remain empowered
rather than overwhelmed [39].

G5 Empower User Control & Understanding

Trustworthy interaction requires transparent systems that
empower users with meaningful agency over device operation,
data, and settings. This impacts user interface (UI) design for
settings and status, feedback clarity, consent mechanisms, and
how system functionality is communicated.

Actionable Guidance:

e Provide Clear Information: Offer accessible expla-
nations of system functionality, data practices (related
to G1 ), risks, and settings.

e Implement Granular Controls: Design easily dis-
coverable and usable controls for settings, permissions,
sharing preferences, and output behavior.

e Employ Meaningful Consent: Use contextual, in-
formed, and reversible consent mechanisms for data
processing and risky operations. Avoid dark patterns.

e Enable User Intervention: Provide accessible ways
to interrupt, pause, modify, or override operations, es-
pecially in critical contexts (related to G3 ).

The experts highlighted potential technical vulnerabilities that
could severely impact privacy and safety, stressing the need for
foundational security. While established cybersecurity principles
apply to all information technologies [42], the intimate nature of
on-body interactions amplifies the potential severity of adverse
events. This guideline emphasizes the necessity of established cy-
bersecurity best practices to safeguard the confidentiality, integrity,
and availability of these highly sensitive systems.
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G6 Ensure System Security & Integrity

Protecting the system and data requires integrating strong
security principles throughout the design, often necessitat-
ing collaboration with security and privacy experts. Security
impacts architecture, hardware and software choices, commu-
nication, authentication, and update strategies.

Actionable Guidance:

e Secure Communication Channels: Implement stan-
dard, validated security protocols (e.g., authenticated
encryption) for all data exchange.

e Enforce Access Control: Apply the principle
of least privilege. Implement strong authentica-
tion/authorization for accessing sensitive data or trig-
gering potentially hazardous functions.

e Protect Device Integrity: Employ secure soft-
ware/firmware development practices, secure updates,
and consider hardware security features (e.g., tamper
detection) against unauthorized modification.

o Leverage Hardware Limits: Incorporate hardware
safeguards (e.g., actuator limits) to mitigate the impact
of software exploits.

e Use Appropriate Authentication: Select user au-
thentication methods suitable for the context, consid-
ering usability and threat resistance (e.g., observation,
replay).

A distinct concern raised by the experts was the potential for on-
body systems to manipulate users intentionally or undermine their
autonomy through conditioning or direct control. This guideline
focuses on preserving user agency, as immersive technologies can
threaten personal autonomy by manipulating emotions and behav-
iors [43] or inducing a sense of detachment and loss of agency
known as depersonalization [55]. Designers must therefore imple-
ment safeguards against coercive influences to ensure users remain
the authors of their own actions.

G7 Protect User Agency

Respecting user autonomy requires actively designing against
coercive or manipulative uses of the technology’s influence
on perception, physiology, or action. This impacts the design
of feedback loops, actuation capabilities, and persuasive el-
ements, and it requires explicit consideration of adversarial
manipulation.
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Actionable Guidance:

e Ensure Transparency of Influence: Any features that
influence user behavior (e.g., nudges) must be fully trans-
parent regarding their mechanism and purpose, be opt-in,
and easily controllable/disabled.

e Prevent Unauthorized Control: Design systems that
can control or influence body movements with strong
safeguards (see G6 ) against unauthorized external control.
Limit capabilities based on misuse potential.

e Mitigate Interpersonal Manipulation: Explicitly con-
sider and mitigate misuse for interpersonal manipulation
and control (e.g., conditioning) via technical or Ul means
(e.g., status indicators, discreet modes).

e Indicate Subtle Outputs: Provide salient feedback for
system actions, especially subtle outputs (e.g., heating, low-
intensity vibration), reducing the potential for unnoticed
conditioning.

The experts highlighted that the impacts of on-body technology
extend beyond the primary user, affecting bystanders and raising
broader ethical questions about misuse and fairness. Addressing
these implications requires a proactive ethical perspective that an-
ticipates the dual use of technology for malicious purposes [34] and
considers the long-term social hazards of widespread adoption [55].
Designers must strive for fairness by evaluating systems against
potential biases that could disproportionately affect vulnerable pop-
ulations [13].

G8 Ensure Ethical & Societal Responsibility

Addressing wider implications, such as responsibilities to non-
users and society, requires a broad ethical perspective dur-
ing design. This impacts decisions about sensor scope ( G1 ),
public perceivability of outputs ( G2 ), accessibility, fairness,
and anticipating misuse ( G4, G7 ). While minimizing the
sensor suite helps reduce the amount of data captured from
bystanders, residual risks (e.g., from necessary cameras) must
still be managed.

Actionable Guidance:

e Minimize Impact on Bystanders: Actively design
sensor capture and system operation to minimize unin-
tentional collection of bystander data. Design outputs
to avoid exposing non-users to unwanted content or
harm.

e Anticipate & Mitigate Misuse: Proactively identify
potential misuse scenarios during design (e.g., via
threat modeling), particularly risks disproportionately
affecting vulnerable groups.

e Maximize Fairness & Accessibility: Evaluate and
mitigate potential biases in sensors, algorithms, or in-
teraction requirements that could create barriers or
inequities.
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6 DISCUSSION

This paper explored the landscape of privacy and safety challenges
associated with emerging on-body interaction techniques through
expert interviews. Our findings, detailed in Section 4, reveal a com-
plex interplay of risks demanding careful consideration by design-
ers, developers, and researchers. We position this work as an initial
mapping of this critical space, offering foundational guidelines in
Section 5 to assist interaction designers navigate the development
of future intimate computing technologies.

Shifting Landscape of Computing Risks. As computing technol-
ogy moves from our desks and pockets directly onto our bodies and
integrates deeply with our senses, the potential for harm increases
significantly. While privacy concerns associated with excessive
data collection have grown over the past decades with regard to
mobile computing, our findings suggest that concerns about safety
- physical, psychological, and societal - are becoming equally, if not
more, important. In this context, safety is not just about preventing
devices from causing physical harm. It also means protecting people
from being emotionally manipulated, losing control over their bod-
ies, or being pushed into uncomfortable or unwanted experiences.
The intimate nature of interactions amplifies the consequences of
failure, misuse, or malicious exploitation.

Rethinking Frameworks for On-body Computing. Addressing these
challenges requires moving beyond established frameworks. Prior
work has laid a crucial foundation, such as investigating privacy
on traditional computing platforms [7, 14, 15, 18, 54], exploring
safety risks in specific applications like VR [45, 67], and exam-
ining bystander privacy in immersive settings [9, 44]. While our
findings confirm the continued relevance of these concerns, our
expert interviews highlighted that the unique context of on-body
interaction demands extending or adapting established frameworks
and assumptions. Factors such as continuous body contact, novel
sensor modalities capturing intimate physiological or behavioral
data, direct bodily actuation, and deeply immersive experiences
fundamentally alter the risk landscape.

Crucially, our findings reveal a deep interconnection between
privacy and safety. As demonstrated in Section 4, compromising
privacy through pervasive data collection and inference directly
creates safety threats. Knowledge inferred about a user’s habits,
emotional state, health, or vulnerabilities can be leveraged to manip-
ulate their behavior, trigger psychological distress, or even facilitate
targeted physical harm or control. This link demands approaches
that consider privacy and safety not in isolation but as intertwined
facets of trustworthy system design.

Expanding Attack Surface. The attack surface for on-body sys-
tems is increased compared to conventional devices. The prolif-
eration of cheaper, smaller, and more diverse sensors integrated
directly into on-body computers increases the potential avenues for
data collection. Our study participants worried that sensors might
be included beyond necessity or enabled later without clear user
awareness, amplifying risks of over-collection and dual-use.

This extensive data capture fuels increasingly powerful inference
capabilities, allowing actors to deduce sensitive information about
health, emotions, habits, and identity. This is compounded by the
threat of data hoarding for future analysis. Data collected today
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could yield unforeseen, potentially harmful insights years later as
analysis techniques evolve. Combined with technical vulnerabili-
ties, this creates numerous channels through which adversaries —
be they corporations, criminals, or state actors — can potentially
access, infer from, or exploit highly intimate data, leading to more
severe privacy violations and safety harms. These risks are no
longer hypothetical but are becoming structurally incorporated
into emerging business models. On-body systems must be treated
not only as technical systems but also as infrastructure of power
and surveillance, requiring a precautionary design stance.

User Burden & Societal Impact. Increasing technological com-
plexity places a significant burden on end-users. As devices be-
come more integrated and data practices more opaque, it becomes
questionable whether average users can reasonably be expected to
understand the full extent of data collection, potential inferences,
vulnerabilities, or long-term consequences of using such technolo-
gies. Relying solely on user vigilance, configuration, or consent
becomes increasingly untenable. Systems must make their presence
and purpose clear to users and those around them.

Further, societal norms and individual ethics, which provide
some checks on misuse of technologies like smartphones (e.g., so-
cial stigma against constant filming), may prove less effective for
on-body devices where sensing can be less conspicuous or even
invisible. While ethical use should be encouraged, the primary re-
sponsibility for mitigating risks cannot fall solely on the user. It
must be embedded within the design process itself.

Proactive & Collaborative Design. Therefore, addressing the mul-
tifaceted challenges of on-body interaction necessitates shifting to-
wards proactive, integrated, and interdisciplinary design approaches.
Privacy and safety cannot be afterthoughts but must be core con-
siderations from the earliest stages of concept development. Our
study with experts highlights the value and necessity of this cross-
disciplinary discourse. Effectively navigating the trade-offs between
usability, privacy, and safety requires combining expertise in var-
ious fields, including interaction design, human factors, security,
privacy, and ethics. The guidelines proposed in Section 5 represent
a first step in translating the concerns raised by experts into ac-
tionable principles intended to support designers in this complex
endeavor.

Limitations. While this study provides foundational insights, we
acknowledge its limitations and suggest avenues for future research.
Our findings are based on a qualitative study with a targeted sample
of N = 15 experts. We justify the sample size by the significant
depth of our participants’ expertise (see Section 3.2.3) and by reach-
ing thematic saturation within both the HCI and S&P groups, with
final interviews yielding no significantly new high-level challenges.
Although their expertise provided rich insights, the perspectives
may not fully represent all viewpoints, such as those of industry
practitioners or end-users from diverse cultural backgrounds, which
tempers the generalizability of our findings.

Furthermore, the scenarios we used in our interviews were inten-
tionally abstract to encourage broad, creative thinking. A limitation
of this approach is that the identified risks are speculative and may
not capture all the context-specific nuances that would emerge from
deploying and observing these interactions in real-world situations.
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Finally, our design guidelines were systematically derived from
our expert data and validated internally using scenario-based ex-
ercises. However, their practical effectiveness and usability when
applied by interaction designers have not yet been evaluated. Fu-
ture work is needed to validate these guidelines in practice and to
conduct situated, in-the-wild studies of on-body systems to observe
how these privacy and safety challenges manifest and evolve.

7 CONCLUSION

As on-body interaction techniques continue to push interactions
closer to the body, they demand a deeper reflection on how pri-
vacy and safety are entangled in physical, intimate spaces. Our
study reveals that addressing these risks cannot rely on traditional
paradigms that separate privacy concerns from safety considera-
tions. Instead, designers must recognize how data privacy, bodily
safety, and bystander dynamics converge into a single, expanded
threat surface. Our paper outlines this expanded threat surface by
empirically bringing all three dimensions together, highlighting
their mutual dependencies and offering actionable paths for design.
Moving forward, creating trustworthy on-body systems will re-
quire more than technical solutions. It will demand a cultural shift
toward proactively anticipating harm, accommodating diverse vul-
nerabilities, and embedding safeguards directly into the interaction
techniques. Privacy and safety must be treated as core principles of
on-body computing, supported by stronger collaboration and dis-
course between HCI researchers, and security and privacy experts
to ensure that future systems protect users and pave the way for
secure on-body interactions.
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A Academic Database Keyword Search

We built our initial corpus of interaction techniques by combining
terms related to on-body interaction with terms for specific body
parts. We conducted keyword searches on the academic databases
ACM Digital Library and Google Scholar, focusing on publications
from top-tier venues relevant to our research (e.g., CHI, IMWUT,
UIST).

We limited our search to paper titles and abstracts to avoid
unrelated results that contain our search terms in their main text.
We used the following terms to construct our search queries:

e On-Body Interaction Terms: input, output, feedback, in-
teraction, interface, gesture, on-body, wearable

e Body Part Terms: skin, face, head, forehead, neck, eye, ear,
nose, mouth, tongue, lip, teeth, cheek, chin, upper body, chest,
back, arm, forearm, elbow, hand, wrist, backhand, palm, fin-
gers, lower body, hip, buttocks, leg, thigh, knee, calf, foot,
ankle, heel, toes, full body, whole body, textiles, fabrics, cloth-
ing

The following is an example of a search query we used on ACM
Digital Library:

[[Abstract: input] OR [Title: input] OR
[Abstract: output] OR [Title: output]] AND
[[Abstract: gesture] OR [Title: gesture] OR
[Abstract: interaction] OR [Title: interaction] OR
[Abstract: interface] OR [Title: interfacel]l AND
[[Abstract: face] OR [Abstract: head] OR
[Abstract: neck] OR [Abstract: eye] OR
[Abstract: ear] OR [Abstract: nose] OR
[Abstract: mouth] OR [Abstract: 1lipJ]] AND
[Published in: Proceedings of the CHI Conference on
Human Factors in Computing Systems OR
Proceedings of the ACM on Interactive, Mobile,
Wearable and Ubiquitous Technologies OR
Proceedings of the ACM Symposium on User Interface
Software and Technology]

We supplemented the initial set obtained through keyword searches
by conducting snowball sampling from the reference lists of the
already-identified publications. We performed this step to identify
works that our keyword search might have missed and to ensure
comprehensive coverage of the relevant literature.
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B Expert Interview Guide (Round 1)
B.1 Introduction

Greet participant, introduce yourself and introduce the topic:
“Hello, my name is (name). I am a researcher at (institution). Thank
you for taking the time for this interview! We are currently looking at
privacy and safety problems of interactions with on-body computers.

This is also what we want to talk to you about in this interview
since you are an expert in the field of HCL”

B.2 Consent

If the participant already sent back the consent form, skip
this part.

Otherwise, ask the participant if they have read and signed the
consent form.

“Have you read and signed the consent form I sent you? If you have
any questions about it feel free to ask them now!”

B.3 Procedure Explanation

Explain the study procedure to the participant and answer po-
tential questions.

“What we want to do today is present you with a list of certain
interaction techniques with on-body computing devices; some you
may already be familiar with, and some are rather novel and only
proposed in literature (but not used commercially yet).

We will then give you three scenarios in which we ask you to
imagine using these interactions.”

“Finally, we ask you to think specifically about potential concerns
in regards to privacy and safety that these interactions could suffer
from in those scenarios.”

“With privacy we broadly mean the discipline of having control
over one’s personal data and keeping data safe against improper
access, theft, or loss.

By safety we are referring to the discipline of ensuring that systems
and technologies operate without causing harm to users, data, or
infrastructure. This harm can be both physical or psychological. ”

“We will do this for a set of input and a set of output interactions.
In total, this should take about one hour (+ 15 minutes).”

“We keep the scenarios and instructions somewhat vague on
purpose. You are allowed (and encouraged) to consider different
details and situations yourself.

Please share as much as you want to with us. We appreciate any
input no matter how obvious or out there you think it is. There are no
right or wrong answers, we only want to hear your perspective!”

B.4 Scenarios & Interactions

[START RECORDING AFTER ASKING FOR CONSENT]

“T will start the recording now if there are no more questions and
you're ready!”

Introduce interactions first [go to either INPUT or OUTPUT].

“Let’s start by going through the first set of interactions. We chose
this set of interactions together with a panel of experts in interactions
and privacy. We’ll quickly go through them to make sure you under-
stand them all, but you don’t need to remember them. We will keep
them on-screen while we talk.”
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“Let us imagine using these interactions in the first/second/third

2]

scenario...”

o PRIVATE, AWARE: “a rather private situation, e.g., when
you are at home or another private space. Your awareness
of reality is high in this scenario meaning you can see and
hear the world around you well”

Give a more specific scenario if the participant asks for more
context: "Imagine a situation where you are at home in your apart-
ment in a room by yourself. There are no unknown bystanders, at
most someone living with you who you trust or a pet. There are no
trivial or obvious ways to observe you by outsiders. You can see and
hear everything around you well."

e PUBLIC, AWARE: “a public setting, e.g., at a bus stop where
there might be things happening around you and there might
be bystanders. Your awareness of reality is high in this sce-
nario meaning you can see and hear the world around you
well”

Give a more specific scenario if the participant asks for more
context: "Imagine a situation where you are at a busy bus stop located
on the sidewalk in the city. The bus stop is next to a street with other
cars and buses driving past regularly. Other people are waiting at the
bus stop, and more are walking past it. There are many bystanders,
and you have no control over the people and objects around you. You
can see and hear everything around you well."

e PUBLIC, UNAWARE: “a public setting where there might be
things happening around you and there might be bystanders.
However, your awareness of reality is low now meaning
your senses could be overwritten, e.g., when you are in a
virtual world.”

Give a more specific scenario if the participant asks for more
context: "Imagine a situation where you are at a busy bus stop located
on the sidewalk in the city. The bus stop is next to a street with other
cars and buses driving past regularly. Other people are waiting at the
bus stop, and more are walking past it. There are many bystanders,
and you have no control over the people and objects around you. The
difference here is that you are using a virtual reality headset that fully
overwrites your visual sense of the real world and also your auditory
sense to some degree while you are using the interactions."

“Please take your time to think and talk to me about potential
concerns in regards to privacy and safety that these interactions could
suffer from in this scenario. (For example) Is there an interaction that
Jjumps out to you as particularly concerning in regards to privacy and
safety?”

NOTE TO INTERVIEWER: We are not concerned with viability,
commercialization, or how much participants like interactions. Our
sole focus is privacy and safety.

Let the participant talk and ask them follow-up questions or
encourage them to think about more interactions and situations.

Move on to the remaining set of interactions: Introduce
them, go through scenarios again.

B.5 Farewell

Answer final questions and say goodbye.
“Once again: Thank you so much for taking the time to do this
with us and your great insights. This is everything from our side, and
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if you have any questions, feel free to ask them now. Otherwise, I'll
say goodbye and hope to see you in the future!”
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C Expert Interview Guide (Round 2)
C.1 Introduction

Greet the participant, introduce yourself, and introduce the topic:
“Hello, my name is (name). I am a researcher at (institution). Thank
you for taking the time to do this interview! We are currently looking
at privacy and safety concerns related to interactions with on-body
computers.
This is what we want to talk to you about in this interview since
you are an expert in the field of privacy.”

C.2 Consent

If the participant already sent back the consent form, skip
this part.

Otherwise, ask the participant if they have read and signed the
consent form.

“Have you read and signed the consent form I sent you? If you have
any questions, feel free to ask them now!”

C.3 Procedure Explanation

Explain the study procedure to the participant and answer poten-
tial questions.

Introduction

“What we want to do today is use certain novel interactions with
on-body computers to compromise a user’s privacy and safety (in a
role-playing exercise).” Interaction Techniques

“A core element of everything we discuss today will be 21 interaction
techniques with on-body computing devices we curated. We selected
these from the scientific literature of the HCI community and divided
them into input and output interactions. In this interview, we will go
through these two groups separately (to maintain an overview and
structure).”

Structure I/O

“As it is necessary to know the interactions and how they work, we
will go through one set of them first and then discuss them for a while.
After, I will present the second set, and we will discuss those as well.”

Procedure Overview

“The way I want to approach our discussion is by *you™ putting
yourself in the shoes of a specific adversary, e.g., a profit-driven cor-
poration.”

“I then want you to try to find ways to compromise a user’s privacy
and/or safety by looking at different threat layers such as techni-
cal exploits, social exploits, etc. I will also provide you with certain
environments in which to consider these threats.”

Privacy/Safety Explained

Explain the terminology for privacy and safety.

“With privacy, we broadly mean the discipline of having control
over one’s personal data and keeping data safe against improper
access, theft, or loss.”

“By safety, we are referring to the discipline of ensuring that systems
and technologies operate without causing harm to users - both physical
or psychological, to data, or infrastructure.”

Semi-structured Interview

“While we prepared personas, threat layers, and environments for
you, you are not required or even asked to always adhere to these.
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They are mostly meant to guide our conversation but not constrain
it.”

“After I have presented all interactions, I will assign you an adver-
sary role, and then I want you to discuss how you could compromise
the safety and/or privacy of a user in that role using the given inter-
action techniques. Don’t worry, we will have everything you need to
know on screen, and you can always ask questions.”

Beyond Surface-Level

“One disclaimer before we get started: in this interview, we are
trying to identify concerns that go beyond surface-level concerns -
like observation attacks or accidental collisions - and instead, we are
interested in novel threats that might emerge from the interaction’s
design itself.”

“We encourage you to take your time and think creatively — even
if it feels speculative! The goal is to uncover risks that haven’t been
widely considered yet.”

Timeframe

“In total, this meeting is set up to take about one hour, but if
we end up needing more time and you have time, I would be happy
to finish our discussions before concluding”

C.4 Scenarios & Interactions

[START RECORDING AFTER ASKING FOR CONSENT]

Participant is assigned order for Interaction Techniques and
Adversary Roles. Adhere to those.

“T will start the recording now if there are no more questions and
you're ready!”

Introduce interactions first [go to INPUT or OUTPUT].

“Let’s start by going through the first set of interactions. We chose
this set of interactions together with a panel of experts in interactions
and privacy. We'll quickly go through them to make sure you under-
stand them all, but you don’t need to remember them. We will keep
them on-screen while we talk.”

[PRESENT THE TECHNIQUES USING SLIDES, JUMP TO TECH-
NIQUES TABLE]

Confirm participant understands all interactions. Answer
potential questions.

“Please now assume the role of the following adversarial persona
trying to compromise a user’s privacy & safety. Take your time to
think about potential approaches and concerns that come to your
mind.”

[PRESENT THE PERSONA]

“On the screen, you see different threat layers — so angles you could
use to compromise a user — and different environments — so circum-
stances that change in how public they are and how much awareness
you have, e.g., you being inside a virtual world in a public place is
different from seeing and hearing the world around you unobstructed
in a private place. You can use these threat layers and environments
as inspiration, but they may not fully apply to every persona and
interaction.”

“Let’s get started on our discussion. So, considering this persona,
how would you go about compromising a user’s privacy and/or safety?”

NOTE TO INTERVIEWER: We are not concerned with viability,
commercialization, or how much participants like interactions. Our
sole focus is privacy and safety.
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Let the participant talk, ask them follow-up questions, and
ensure they go through different ideas and approaches. [max. 10
minutes per persona]

Provide a different persona and repeat until all personas were
discussed.

Repeat for the remaining set of interactions: Introduce in-
teractions, re-iterate unchanged elements (personas, threat layers,
environments).

C.5 Farewell

After going through all interactions and discussing them extensively
for every persona.

Answer final questions and say goodbye.

“Once again: Thank you so much for taking the time to do this
with us and your great insights. This is everything from our side, and
if you have any questions, feel free to ask them now. Otherwise, I'll
say goodbye and hope to see you in the future!”
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D Examples of Interaction Presentation

We show two examples of how we introduced the on-body inter-
action techniques to our participants, before discussing them as
described in the Methodology (see Section 3).

. TipText

O

Miniature QWERTY keyboard
residing invisibly on the first segment of
the user's index finger. Tap thumb-tip to

tip of the index finger for text entry.

7 INPUTTECHNIQUES [ o cverven |
. _ Tacttoo
O FeeI-Throth
electrotacie interface
Feel-through interface for electro-tactile
output on the user's skin. Integrated in a
temporary tattoo.

23 OUTPUTTECHNIQUES m

Figure 4: Two examples of how we presented the on-body
interaction techniques to participants.
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